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What is claimed is: 



^ 1 . A method for securely storing data for an owner, comprising: 
— storing the data for the owner; 

automaticaHy^Ossigning a secret device to the owner for accessing the 
stored data; ^''"^.^..^^^ 

automatically escrowing the se^^ebd^ice conditioned on the 
occurrence of an event; 

receiving verification of the occurrence of the ev^it^^nd 
accessing the stored data v^th the escrowed secret device. ^"""^.^^ 



2. The method of cl^n J^/wt^erein storing the data further comprises 



entering the data on a virtual wallet^)piication for the owner. 




3. The method o f claim 2, wherein entering the data fiirther com prises 
entermg the data by the owner at a terminal. 



The method of claini 3, wherein entering the data further comprises 



entering the data by the owner at the terminal coupled to a server. 

5. The method of claim 4, wherein the terminal further comprises a 
personal computer. 



6. The method of claiij^^ wherein the server further comprises the server 



of a trusted third party. 



The method of claim 6, wherein the trusted third party's server further 



comprises a financial institution server. 
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1 8. The method of claim 7, wherein the financial institution further 

2 comprises a bank. 

1 9. The method of claim.4, wherein entering the data further comprises 

2 entering the data by the owner at tjjfiierminal coupled to the server over a network. 

1 10. The method of claim 9, wherein the network further comprises a 

2 private network. 

1 11. The method of claim 9, wherein the network further comprises a public 

2 network. 

1 12. The method of claim 1 1 , wherein the public network further comprises 

2 the internet. 

1 13. The method of clah3f(2, ^herein entering the data further comprises 

2 en tering tlic data f brthe ovmer on the virtual wallet application having a virtual ^ 

3 executor function. 

1 14. The method of claim 2, wherein entering the data further comprises 

2 entering the data^rthe owner on the virtual wallet application having~aviiTual ^ 

3 archivist function. 

1 15. The method of claim 1 A wherein storing the data further comprises 

2 entering the data by the owner at a ternimal. 

1 16. The method of claim 15, Wherein the terminal further comprises a 

2 personal computer. \ 



1 1 7. The method of claim u 5, wherein entering the data further comprises 

2 entering the data by the owner at the terminal coupled to a server. 

1 18. The method of claim ly, wherein entering the data further comprises 

2 entering the data on a virtual wallet application residing at least in part on the server. 

1 '^^^v ^ ^' method of cla\m 1 7, wherein entering the data further comprises 

2 entering the data on a virtual wallet application residing at least in part on the 

3 terminal. \ 

1 20. The method of claini 1 , wherein storing the data further comprises 

2 storing at least one category of infonnation by a virtual wallet application for the 

3 owner selected from a group of infonnation consisting of identification information, 

4 authentication information, certificate information, access key information, PIN 

5 number information, credit card accoimt information, debit card infonnation, bank 

6 account information, and other personal information. 

1 21. The method of claim 1 ,vwherein assigning the secret device further 

2 comprises automatically assigning thes5p;ret device to the owner by a virtual wallet 

3 application. 

1 €^y> 22. The method of claim 2 IL wherein automatically assigning the secret 

2 d^ice further comprises automatically assigning the secret device to the ovmer at a 

3 terminal. \ 

1 23. The method of claim 22, automatically assigning the secret device 

2 fixrther comprises automatically assigning tthe secret device by the virtual wallet 

3 application residing at least in part on a server coupled to the terminal. 
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24. The method of claim 23, wherein the terminal further comprises a 
personal computer. 

25. The method of claiip 23, wherein the server further comprises the 
server of a trusted third party. 

26. The method of claim S5,/wherein the trusted third party's server further 
comprises a financial institution serv^ 

27. The method of claim 26,\wherein the financial institution further 
comprises a bank. 

^^"^^^28. The method of clain)i23, wherein automatically assigning the secret 
device further comprises automatically sending information about the secret device to 
the owner at the terminal coupled to the server over a network. 

29. The method of claim 28, wherein the network further comprises a 
private network. 

30. The method of claim 28, wherein the network further comprises a 
public network. 

3 1 . The method of claim 30, wherein the public network further comprises 
the internet. 

^^ ^^f^^ 32. The method of claim | , wherein automatically assigning the secr et 
device further comprises automatically assigning the secret device with at least two 
access aspects. 



• ■ m 

16 

1 33. The method of c^aifrf^p, wherein automatically assigning the secret 

2 Hft vlt^.^ rii rl lur r nnmpri s RS ^\\tc(rniAX\<^^\vy<\<\^n\x\^ ^ th e <;Pirret device with an owner's . 

3 access aspect and a trusted third j5arty's access aspect. 

1 34. The method of claim 33, wherein automatically assigning the owner's 

(_^2 acc^Taspect further comprises automatically sending the ownei s access-aspectlcLflie^ 

3 owner. 

1 ^Ns35. The method of claim 33, wherein automatically assigning the trusted 

2 third partyV^cess aspectfiirtiier comprises automatically storing the trusted third 

3 party's access aspfee^ yN 

1 36. The method of claim 35, wherein automatically storing the trusted third 

2 party's access aspebtvjflirther compnfee&wtjafmatically storing the trusted third party's 

3 access aspect by a virtual wallet^pJitJation^fe^ owner, 

1 37. The method of claim 36, wherein automa&e^y storing the trusted third 

2 party's access aspect further comprises automatically storing tlfe^msted third party's 

3 access aspect by a virtual executor function of the virtual wallet application for the 

4 owner. 

1 ^^^^^N38. The method of claini 37, wherein automatically storing the trusted third 

2 p a^' s acce ss a s pect furthe r compri i e s-aiLto matically stori ng the trusted third party's 
access aspect by the virtual executor of the virtual wallet applicaHoiTmr-a — 

^ 4 server of the trusted third party. ^ 

1 39. The method of claim 38, wherein the trusted third party server further 

2 comprises a financial institution computer. 
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40. The method of claim 39, wherein the financial institution further 
comprises a bank. 



c\/41 . The method of claini 1 , wherein automatically escrowing the secret 



Hrvir^ fiirth^r r^mpri'^f''^ Fiiit^mRtT"R\lY ^'s^p ^vh^f, M \^i 'lrf^ pm^ ^ y'c tiff^ e!s;= i a spect 

of the secret device for the owner. 



1 

2 
3 

1 

2 
3 



42. The method of clajni^l , wherein automatically escrowing the trusted 
thirdparty%-a£cess aspect fumier comlprises automatically storing the trusted third 



party's access aspect By" 



lal 



fleT^plication for the owner. 



43. The method of^latfrr42, wherein automaticall^t^oring the trusted third 
party's access aspect further comppW automatically storing the truste3lhird.party's 
access aspect by a virtual executor\&mction of the virtual wallet. 



1 44. The method of claim 41, wherein automatically escrowing the trusted 

2 third party's access aspect further comprises automatically storing the trusted third 

3 party's access aspect conditioned on the occurrence of the event affecting the owner. 

1 45. The method of claim 44, |wherein the event affecting the owner further 

2 comprises the owner's death. 

1 46. The method of claim 44^j|4{erein the event affecting the owner further 

2 comprises the owner's incompetence. 



1 47. The method of claim 1 , wherein automatically escrowing the secret 

2 device further comprises automatically escpwing secret access information for the 

3 owner. 
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1 V^^^^ 4g Yhc method of clai^ 47, wherein automatically escrowing secret 

2 access information further comprises automatically storing at least one type of secret 

3 access information selected from a aroup of secret access information consisting of 

4 identification information, authentication information, certificate information, access 

5 key information, PIN number information, and password information. 

1 49. The method of claim 1 , Wherein automatically escrowing the secret 

2 device further comprises automatically escrowing decryption infrastructure for the 

3 owner. 

1 50. The method of claim 49, wherein automatically escrowing decryption 

2 infrastructure further comprises automatically storing at least one decryption 

3 infrastructure selected from a group of decryption infrastructure consisting of public 

4 key cryptography infrastructure, electronic document infrastructure, digital signature 

5 infrastructure, user name infrastructure, password infrastructure, fingerprint scanner 

6 infrastructure, and secret key infrastructure. 

1 51. The method of claim 1 , Wherein receiving the verification further 

2 comprises receiving the verification by a\ trusted third party for the owner. 

1 52. The method of claim 1, wherein receiving the verification further 

2 comprises receiving the verification froma^ersonal representative of the owner. 

1 53. The method of claim 1 , whej"^ receiving the verification further 

2 comprises receiving the verification of an event affecting the owner. 

1 54. The method of claim 53, whetein the event affecting the owner further 

2 comprises the owner's death. 
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comprises entering tJie"veufiLatIuii uf 
application of the owner. 



55. The method of claim 53, wherein the event affecting the owner further 
comprises the owner's incompetence. 



56. The method of claim 




wherein receiving the vierification further 
e occui - ieiict: uf t lie event on a virtual wallet- 



57. The method of clair 



brein entering the verification further 



comprises entenng the venticatiorivOn a^irtyal executor function of the virtual wallet 
application. 



58. The method of claim 57,lwherein entering the verification further 
ipnses entering the verification on thje virtual executor function of the virtual 
wallet application on a server. 



59. The method of claim 58, wherein entering the verification further 
comprises entering the verification on the virtual executor function of the virtual 
wallet application on the server of a trustq^^ird party. 

60. The method of claim 59,(w|ierein^tlie^trusted third party further 
comprises a financial institution. 

61 . The method of claim 60, wlierein the financial institution further 
comprises a bank. 

62. The method of claim 1 , whe rein accessing the stored data further 



comprises accessing the data stored in a vimial wallet application of the owner. 



ii||ual 
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1 63. The method of efaini 6% wherein accessing the stored data further 

2 -camfiris es accessing Ihe daia storgainjJ[iirtual executor function of the virtual ^llet 

3 appUcation on a server. 

1 64. The method of claim 63, wherein accessing the stored data further 

3 wallet application on the server of a trusted third party. 

1 65. The method of claim wi, wherein the trusted third party further 

2 comprises a financial institution. \ y\ 

1 66. The method of claimVs, wherein the financial institution further 

2 comprises a bank. \ 

1 67- The method of claim 1 , wher^ein accessing the stored data further 

2 comprises accessing the data using a trusted third party's access aspecTofthe-seeret 

^ device. \ 

1 68. The method of d^iSiHB?, wherein accessing the data further comprises 

2 a cco s sing the data u smg the ^iistegtf^rd party's access aspect of the secret device 

3 stored by a virtual executor function of a virtual wallet application. 

1 69. The method of claim 6eL wherein accessing the data further comprises 

2 accessing the data using the trusted thira^artyVaSc^^ 

3 stored by the virtual executor fimcti^ c*^e virtual wallet application on a server of 
A the trusted third party. \ \/^ 

1 70. The method of claim 69, wherein the trusted third party further 

2 comprises a financial institution. \ 
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1 71 . The method of claiHfl70, wherein the financial institution fUrther 

2 comprises a bank. ^\ 

1 72. The method of claim 1 , further comprising automatically updating 

2 technology aspects of the stored data. 

1 ^^^^^ 73. The method of claim 72, wherein automatically updating the 

2 technology aspects further comprises automatically updating technology aspects of the 

3 data by a virtual archivist function of aWirtual wallet application. 

1 74. The method of claim 73, whWqin automatically updating the 

2 technology aspects by the virtual archivist ^ nption further comprises automatically 

3 updating the technology aspects by the virtui il archivist function of the virtual wallet 

4 application on a server. 

1 method of claim wherein automatically updating the 

2 tecnnology aspects further comprises\automatically updating the technology aspects 

3 by the virtual archivist function of theWirtual wallet application on the server of a 

4 trusted third party. \ 

1 76. The method of claim 75, wherein the trusted third party further 

2 comprises a financial institution. 

1 77. The method of claim 76, wherein the financial institution further 

2 comprises a bank. 



3 
4 



78. The method of claim 1, wherein automatically updating the technology 
"^Spect5~fctrtherxompi4ses-mitcuiia^ at least one technology aspect of the 

data selected from a group of technology aspects consistingTifteehnQlogy related to 
signing a document, encryption technology, technology related to a key for signm| 
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5 document, technology related to a document itself, technology related to a certificate 

6 revocation list, technology related to a time stamp, and technology related to a notary 

7 stamp. 

1 ^^^^'79. The method of claim l\ wherein storing the data further comprises 

2 receiving the data from another party Iw a virtual wallet application for the owner. 

1 80. The method of claim 79, wherein receiving the data further comprises 

2 receiving the data by the virtual wallet application for the owner by electronic mail. 

1 ^ system for securely storing data for an ovmer, comprising: 

2 \s^eans for storing the data for the owner; 

3 meaits-^sociated with the storing means for automatically assigning a 

4 secret device to the ovmer^br^cessing the stored data; 

5 means associated wth4he storing means for automatically escrov^ng 
f\ 6 the secret device conditioned upon the occlir^ence of an event; 

' 7 means associated with the storingilte^ for receiving verification of 

8 the occxirrence of the event; and ^'"^^^ 

9 means associated with the storing means for accessuig^lie stored data 
1 0 with the escrowed secret device. ^'"^ 

1 82. The system of claim 8 1\ wherein the means for storing the data further 

2 comprises a server. 

1 83. The system of claim 82, wherein the server further comprises the server 

2 of a trusted third party. \ 

1 84. The system of claim 83, wherein the means for storing the data further 

2 ctmiprises a terminal coupled to the server. 




1 
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^ ^5. The system of claim ^4, wherein the means for storing the data furt 
comprises a network coupling the teiVninal to the server. 



1 86. The system of claim 81, wherein the means for automatically assigning 

2 the secret device further comprises a server. 

1 87. The system of claim 8^ wherein the server further comprises the server 

2 of a trusted third party. 
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88. The system of claim 8 1 , Wherein the means for automatically assigning 
the secret device further comprises the server coupled to a terminal over a network. 



89. The system of claim 81 
verification further comprises a server 



[herein^he means for receiving the 



1 90. The system of claim 89, wl^erein the server further comprises the server 

2 of a trusted third party. 

1 91. The system of claim 8 1 , whq-ein the means for accessing the stored 

2 data further comprises a server. 



1 92. The system of claim 91 , wherein the server further comprises the server 

2 of a trusted third party. 




